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NMNOACHIOBAJIbHA
3AMNCKA

CucTteMM LWITY4YHOro iHTenekty (mani — LWI) cTpiMKO pPO3BMBaKOTHCY,
MPOHMKaOUYM B yCi chepn HALIOro »XUTTA — Big 4aTOOTIB CNy>XOM MigTPUMKM
KMIEHTIB — OO0 CKMAaOQHUX CUCTEM aHanily OaHuX, MPUMNHATTA pilleHb Ta HaBiTb
pekpyTuHry. LLnpoke BnpoBagkeHHA cuctem LI pobuTb BUKOPUCTAHHSA
(BNpoBamKeHHA) €TUYHUX MPUHLMNIB, 3a3HAa4YeHUX y uboMy [1o6poBifibHOMY
KoOeKCi NMoBediHKM 3 €TUYHOro Ta BiAMOBIAANbHOMO BMKOPUCTAHHSA LUTYYHOrO
iHTenekTy (mani — KogeKc) HMK4Ye, BKpal BaXIMBUM ON9 KOMMaHIN.
JOoTpUMYOUMCb €TUYHOIO0 BUMKOPUCTAHHA MPUHLMMIB, KOMMAHIi-pO3p0oObHMKM
MOXXYTb 3aMobirT1 MOLUMPEHHIO yrnepeaykeHb, OAMCKPUMIHALIi Ta HEHAaBMUCHIN
lwKoai. ETMyHe BUMKOPWUCTAaHHA MNPWMHLMAIB, 3MILHIOE AOO0BiIpPY Ta MiA3BITHICTD,
CNPUAIOYM TaKMM MNepeBaram a9 CyCcnifibCTBa, 9K MiABULLEHHA ePeKTUBHOCTI
NpPOLECIB MPUMNHATTA pPilleHb, MOKPALWEHHS 3aXUCTY KOHOIOEHLIMHOCTI, CTIMKOMY
Ta IHKI3MBHOMY MPOrpecy B CYCMiNIbHO BaXX[IMBMX CEKTOpPaAXx, BK/KOYAOUM
OXOPOHY 300POB'A, OCBITY Ta AepXKaBHe ynpaBiHHA.

and Koro?

Llem Kogekc po3pobneHmin gaq:

e KoMmaHin, aki po3pobnatoTb abo BUKOPUCTOBYIOTb cucTtemMun LI 3 WmMpokmm
CMEKTPOM 3aCTOCYBaHHA: reHepPaTUBHI CUCTEMU, KOPMOPATMUBHI AoOaTKM 44
YyNpaBniHHA 3HAaHHAMWK, IHCTPYMEHTU OOCNyroByBaHHA KI/IEHTIB Ta iHLI
MoAiOHI pilleHHs;

e PO3pO6HUKIB, OOCNIOHWKIB, IOPUCTIB Ta MeHeIyKepiB, AKi NpaLTh 3 LMMU
cucTeMamu;

e OpraHisauiv rpoOMagaHCbKOro CyCMinbCTBa, AKi 6epyTb y4acTb y perytoBaHHI
Ta BNpoBagyeHHi L.



HABILWO?

MeToto Kooekcy € goTpuMaHHA npeactaBHMKamu LUI-6i3Hecy npaB noguHm,
OXOMMIEHMX HKYeE, Wob crnpuatn GopMyBaHHIO Ky/bTypW caMoperytoBaHHA Ha
TepuTopii YKpaiHn y chdepi LI ana 3abe3nedyeHHsa eTMYHOIo Ta BignoBiganbHOro
BUKOPUCTaHHS LUI.

KooeKkc onmcye HM3KY 3axofiB, 9Ki KOMMaHIi, o € nignuncaHtaMmm Kogekcy (gani
— KoMnaHii-nignumcaHTn) NOBUHHI BXUTK, LLOO:

e BU3HAUUTU, YHUKHYTM abo MOM'GKLUUTL MOTEHLINHI PU3UKK Y
chepi 4OTPUMaAHHSA NpPaB NOOAMHK, MOB'A3aHI 3 IXHIMK CUCTEMaMU
LI Ta 3abe3nedynTtn eTunuHe BUKopucTaHHA LUI. Kogekc nparHe
rapaHTyBaTH, WO cuctemu LU He nopyLytoTb NpaBa TtoaNHN.

o CpMATKN PO3BUTKY KYNbTypW camMoperyntoBaHHa y cohepi LUI B
YKpaiHi. Llem Kogekc cnpaMoBaHMIM Ha CTBOPEHHA cepegoBULLA,
ae po3pobHUKM cuctem LI 6epyTb Ha cebe BignoBiganbHICTb 3a
€TUYHMI PO3BUTOK Ta BUKOPUCTAHHS IXHIX CUCTEM.

e 3abe3neyunTn Y3rodyKeHicTb | mnpo3opicTb. Kogekc 3abe3neuye
YHidIKOBaHMM Migxig Ao B3aEMOAii MiXK Pi3HUMKM OpraHi3auigMm Ta
KOMMaHIAMKM, Wo npauyttTb Yy chepi W Lig y3rooXeHicTb €
BaXX/IMBOKO AO/19 MPO30POCTi, AOTPUMAHHA HOPMATUMBHUMX BUMOT |
3MiLHEHHS OOBIPU MK 3aLiKaBNEHMMKM CTOPOHaAMMN.

e MMigBMLyBaTM  06i3HAHICTb  MepcoHany. Kogekc  3aoxoudye
niaBuLLyBaTM 0O6iI3HaHICTb MnepcoHany KoMnaHin-nignmcaHTIB
CTOCOBHO cucTteM LUI, MPOMNOHYyoUM IHCTPYMEHTU A9 MPUNHATTA
ObrpyHTOBaHUX pilleHb nig Yyac poboTn 3 cnctemamm LUI 3 MeToto
OOTPUMaHHS BigMOBIOHMX €ETUYHUX MPUHLMMIB Ta MNpaB JII0OOANHN.



NOBPOBINIbHUN KOOEKC
NOBEAOIHKUN 3 ETUHHOIO TA
BIAMNOBIAAJIbHOIO
BUKOPUCTAHHYA WWUTYYHOIO
IHTEJIEKTY

8 MNpuyHUMNMNIB eTUYHOIro 1A BiAMoBIiAA/IbHOIo
BUKOPUCTAHHS, PO3PO6KM TA yripABJ/IiHHS
CUCTEMAMMU LUTYYHOIO iHTE/TIeKTY

NMPEOMET TA COEPA 3ACTOCYBAHHA4

Yceigomntowoun, wo LI Hece B cobi pmM3mMKKM ONg npaB Ta cBobon NoavHKM Ta
CyCniNbCTBa 3arasniom, aKi NoTpebyoTb peTenbHOro yrnpasiHHA, Ta NparHy4yu o
BIOMOBIOANbHOIO Ta €TUYHOIro pPO3BUTKY W BUKOpPUCTaHHA LI, KommaHii-
nianncaHTn 0obpoBinbHO GepyTb Ha cebe 3060B'A3aHHA 3acTocoByBaTK LUI Yy
Ccnoci6, Wwo BigNoBiAaE HAMBULLMM ETUYHKMM CTaHOapPTaM, Ta CAPUATY PO3BUTKY,
BMNPOBaOYXKEHHIO BIOAMOBIOANIbHUX MPAKTUK BUKOPUCTaHHA LWL Y  Mexkax
OonycTuMmx ana KoMmaHin-nignncaHTIiB (BpaXxoByOUM BHYTPILWHI MOMITUKMN,
nonoxeHHs NDA, yrogn npo KOMepUiMHY TaEMHMULUIO Ta iHWI OOroBopwu ™
3060B'a3aHHA KoMnaHin-nignmcaHTiB) 3060B'A3y0TbCA BMpOBaOXKyBaTH
MPUHLMAW, BUKIAOEHI B LbOMY KogeKci.

Lle KogeKc He OXOM/toe MUTaHb, LLO CTOCYTbCA PO3POOKM UM BUKOPUMCTAHHS
cucTteM LI B cekTopi HalioHanbHOI 6e3neKkn Ta 060POHM.

CTyniHb Ta pPiBEHb BMPOBAOXXEHHA KOXHOIMO HMXKYenepeniyeHoro npuHUMny
MOBMHHI  BiONOBIAATM 0COGMMBOCTAM  BiOMOBIOHOI CUCTEMM Ta  PIBHIO
MNOTEHLUIMHOro pu3mKy cuctemm LI, Bu3HaueHmx OECD.



TEPMIHUN TA BUSBHAYEHHY

BxigHi paHi o3Havae gaHi, HagaHi abo 6esnocepeaHbO OTPUMaHI cuctemoto LLI,
Ha OCHOBI AKUX CUCTEMA BUPOBNAE BUXIOHI OaHI.

XUTTEBUM LUMKN BK/OYAE MMaHyBaHHA Ta MPOEKTYBAHHA cUCTeMU; 36ip Ta
06p0OOKY AaHMX BiAMOBIAHO A0 HOPM YMHHOIO Ta MiXHAPOAHOIrO 3aKOHOOABCTBA;
nobyposy cucteMu (cuctem) LI Ta/abo apanTauig HagaBHOI cucteMu (cuctem) LU
ON9 KOHKPEeTHMX Luinen, TecTyBaHHA, OLUIHKY, Bepudikalito Ta BanigaLito;
PO3ropTaHHA Ta BUMYCK Ha PUHOK, OMepyBaHHA | MOHITOPUHI, a TaKoX
CMMCaHHA, NTPUNMUHEHHA BUKOPUCTaHHSA abo 3HULLEHHA cucTemu LLI.

HaB4anbHi gaHi o3Havae gaHi, WO BMKOPUCTOBYIOTbCA O/19 HaBYaHHA CUCTEMMU
LU unaxom HanawTyBaHHA i mapaMeTpiB, Wo NignaratoTb HaBYaHHIO.

PU3KNK O3Ha4yae MNo€gHAHHA MMOBIPHOCTI HACTaHHA HeraTMBHMX HacnNigkiB Ta
CEePWO3HOCTI LMX HAaCIaKiB.

KopucTtyBay o3Ha4dae ¢i3nyHy ocoby, gka B3aEMOI€ 3 CEepPBICOM, 3aCTOCYHKOM,
NNAaTGOPMOIO UM IHLLUMM IHCTPYMEHTOM, LLO PYHKLIIOHYE MOBHICTIO abo YacTKOBO
Ha OCHOBI cucTeMu LI, He3anexxHo Big, MeTu Y cnocoby Takoi B3aEMoii.

MepcoHan KoMnaHii-nignucaHTa 03Ha4Ya€e CyKYMHICTb MpauiBHUKIB Ta
NigPAOHUKIB, 3aNy4YeHMX ornepaTopoM A0 Pi3HUX eTaniB poboTn 3 cuctemamm LLI.
Lle oxonntoe Taki BMAWM AIANbHOCTI, 9K pPO3pobKa, TeCTyBaHHS, PO3ropTaHHS,
BMPOBAaAYKEHHS, TeXHIiYHEe 06CNYyroByBaHHS, @ TaKOXX MOLLMPEHHS Ta MOHITOPUHT
cncteM LUI.

CucTeMa WTYYHOro iHTenekTty (cucrema LWI) o3Havyae MalLUMHHY CUCTEMY, AKa
po3pobneHa pgna poboTn 3  PI3HUMM PIiBHEM aBTOHOMHOCTI Ta MOyke
AEMOHCTPYBATV afdanTMBHICTb Micna ii BMpoOBadyXXeHHs, i aka ana aBHUX abo
HEeABHMUX Linen pobuTb BUCHOBOK Ha OCHOBI BXiOAHWX OaHWX, 9Ki BOHA OTPUMYE,
AK reHepyBaTW BUXiOHI OaHi, Taki 9K MPOrHO3u, KOHTEHT, peKoMeHaaLlii abo
PiLLeHHSA, aKi MOXXYTb BMIMBATK Ha pi3nyHe abo BipTyanbHe cepeaoBuLLE.

UMHHEe 3aKOHOQJABCTBO 0O3HAYa€E CYKYMHICTb HOPMATMBHO-MPaBOBUX aKTIB, LLO
YyXBantoTbCA OpraHaMy Aep»aBHOI BNaan YKpaiHM, a TakoXX MiXXHAapOOHMX yrof,
KOHBEHLIM Ta iIHLMX MIXXHAPOOHO-MPaBOBMX AOKYMEHTIB, aKi 6ynun paTndikoBaHi
YKpaiHO Ta MatoTb lOpUANYHY CUY Ha TepUTopil YKpaiHW.

TepMiHM Bonodineub MepcoHanbHUX OaHUX, PO3MOPAOHWMK MNEepPCOHaNbHUX
JaHWX, MepcoHaNnbHi [OaHi, o00pobKa MNepcoHanbHWMX OaHuX, 0bpPobKa
mepcoHanbHUX OaHUX, 9Ka CTAHOBUTb OCOOMMBUW PU3MK ON49 NpaB i cBobon
cyb’eKTiB rnepcoHanbHMX OaHUX, cyb'eKT nepcoHanbHMX AaHuX
BMKOPUCTOBYIOTbCS Y 3HAUEHHI, BU3HAa4YeHOMY B 3akoHIi YKpaiHu Big 01.06.2010 N2
2297-VI “Ipo 3axMCT NepcoHanbHMX gaHmx".



NEPLUUA NPUHLUMN: PUSUKO-OPIEHTOBAHUX NIAXIA,
(RISK-BASED APPROACH)

KomnaHii-nignmcaHTM NOBMHHI PO3YyMITKU CBOK BiAMOBIOANbHICTb LLOOAO CUCTEM
LLII, aKi BOHM po3p0obnaoTb abo AKMMIM KePYIOTb, | B pa3i HeoOXiaAHOCTI BXXMBaATU
HaNEXHMX TEXHIYHMX Ta OpraHi3auiMHMX 3axoaiB, BU3IHAUYEHMX Ha iXHIM po3cyn,
ONa yrnpaBniHHA pU3MKaMKy Ta 6e3MneYyHoro i BianoBiOabHOro BUKOPUCTaAHHA
TaKMX CUCTEM Ha BCiX eTanax ix Y)XUTTEBOIO LIMKIY.

LOoTpUMaHHA MPUHLLMNY MOXe nepeu6aanM, arie He O6Me)+(y€TbC<7-| TaKNM:

e BM3HAYEHHA Ta OLiHKY MOTEHLiMHOro pmM3nky Ta Bnauey LUl Ha
npaBa MOOUHN Ha Pi3HUX eTanax XXUTTEBOTO LMKy cuctemu L.

e Po3po6Ka Ta BNPOBaOYKEHHSA OpraHi3auiMHMX | TEXHIYHMX 3aXoaiB
ONg ynpaBniHHA pU3MKaMK, MPOMOPLUINMHMX XapaKTepy OiafbHOCTI
Ta pu3nkKamMm cuctemu LI, 3 ypaxyBaHHAM 1 MOBHOMO YXUTTEBOTO
LLLKITY.

e PO3p0ob6Ky | BMpOBamiXeHHA MOMITUK, Mnpouenyp | HaBYaHHA
mepcoHany, CnpsaMOBaHMX Ha 3abe3nedyeHHa eTUMYHOro Ta
BiOMOBIOANbHOIO BUKOPUCTaHHA LLI.

o OHoOBNeHHsa cucTeM LI ang ycyHeHHsa 6e3neKoBMX Bpa3iMBOCTEN
Ta MoKpalleHHs iX MPOaYKTUBHOCTI.

e P03p0o6Ky Ta BMPOBaOXKeHHSA KPM30BUX MPOTOKONIB, CNPSAMOBaHMX
Ha CBOEYaCHEe Ta HaNeXHe pearyBaHHA Ha BUABMEHI PU3KMKM, iX
YCYHEHHS Y1 3MEHLLIEeHHS iXHIX HeraTUBHMX HACcNiaKiB.

e [MowmMpeHHa iHPOopMaLIii Ta HaMKpalMx MPaKTUK YynpaBiiHHA
PU3NKaMUM 3 iHWKUMKM KoMNaHiaMu-nignmcaHTaMmm 3 ypaxyBaHHAM
HeobxioHOCTI 36epeXkeHHa KOHIOEHLINHOCTI.

e 3aCTOCYBaHHS PI3HOMAHITHUX MEeTOAIB TECTYBaHHA Ta 3axoaiB A4
OLLIHKM, YCYHEHHS Ta 3MeHLlleHHa 6e3nekoBux pusmkie LI Ta
ANCKPUMIHAUIMHMX ynepedy)eHb B cucTtemax LU nepen BMnyCcKom
Ha PUHOK.

e HapgaHHa nepcoHany BiAMOBIAaNIbHOMY 3a pPobOTy 3 CMCTEMaMU
LU nooanblUMX  BeEPCIA  IHCTPYKLUIN LOOAO  HaJIeXXHOro
BUKOPUCTaHHA cuctemMu LLI, BkAtoYatoum iHpopMaLito Npo 3axoam,
BXXWUTI 0719 YCYHEHHS Ta MiHIMIi3aLii pU3MKiIB.



APYTUW NMPUHLUMN: BESNEKA TA HAAIMAHICTb
(SAFETY AND ROBUSTNESS)

KoMnaHii-nignmMcaHT NOBUHHI BXUBATU HANEXHMX 3aXO4iB ONd rapaHTyBaHHS
6e3neKn KOpPUCTyBaYiB Ta HagiMHOCTI cucTeM LI MpoTaroM ycboro »XUTTEBOTO
LLMKIY TaKUX CUCTEM.

ﬂ,OTpl/IMaHHﬂ npnHLUMMY Moxe rlepe,u6aan|/|, alsie He O6Me)+(y€TbCS:I TaKMNM:

e CTBOpEHHda nMpoueayp Ana NoBiOAOMMAEHHA Mpo 6e3nekosi
iIHUMOEHTWM Ta OOKYMEeHTYBaHHA 3apeecTpoBaHUX iHUWMOEHTIB VY
po6OTI cncTeM LLI, a TakoXK Nnoganblle BUMpaBieHHa 6e3rneKoBux
nporanuH.

e 3aCTOCYyBaHHSA PI3ZHOMAHITHMX MeTOoMIB TeCTyBaHHA Ha pPi3HMX
3aBOaHHAX | B PI3HMX KOHTEKCTax nepen BMnpoBadXXeHHAM (aHr.
deployment), 3 MeTOK OLLIHKM MPOAYKTUBHOCTI Ta 3abe3nedyeHHsa
HagiMHOCTI cuctemum LI KoMnaHii-nignncaHTM MatoTb MNpaBo
CaMOCTIMHO BM3HA4YaTW Hambinbll BignoBigHI MeToOAM TeCTyBaHHA
ansa cBoix cmcteM LI 3 ypaxyBaHHAM MOTEHLIMHUX PU3MKIB.

e 3acToCyBaHHS HaNeXHMX Ha po3cyn KoMnaxii-nignmcaHTa 3axoais
Kibepbe3neky Ong 3axXMCTy CUCTEMM Bif aTak, BK/IOYao4u
LN PYBaHHSA OaHWX Ta KOHTPOb AOCTYMY.

e [MpoBeaeHHAa HaB4YaHHA Ta BHYTPIWHbOIO TeCcTyBaHHA LLOOO
undpoBoi Oe3nekm Ta Kibepbesnekn Ona  nNepcoHany Ta
3a5y4YeHmx ocib 3 ypaxyBaHHAM creundiyHmx notped KomnaHii-
nianmcaHTa Ta PiBHA MOTEHUIMHMX PU3KKIB cucTemMm LLI.



TPETIA NPUHUUN: NPUBATHICTb TA 3AXUCT
OAHUX (PRIVACY AND DATA PROTECTION)

KoMnaHii-nignncaHTM MaloTb MPOEKTYBATW, BMNPOBAaIXKyBaTWU Ta 34iMCHIOBATU
0BpPOOKY MepcoHanbHUX AOAHUX Y MeXax MXWUTTEBOro UMKy cuctemm LW 3
OJOTPUMaAHHAM HOPM YMHHOIO 3aKOHO4aBCTBaA MPO 3aXMUCT NePCOHaNbHUX AaHUX.

ﬂ,OTpl/IMaHHﬂ npnHLUMMY Moxe rlepe,u6aan|/|, alsie He O6Me)+(y€TbCS:I TaKMNM:

e [loBiOOMNEHHA cyO'eKTiB MepcoHanbHWUX OaHWUX MpPO OoKepena
30MpaHHea, nepegaHHa MepcoHalbHUX AaHUX 00 TPEeTiX KpaiH,
MeTy iXHbOi 0OpPOOKMK, MicLe3HaxooXKeHHA KomnaHii-nignucaHTa
9K BONOAINbLSA UM pO3MopaOHMKa MepCoHarnbHMX AaHMX.

e [loBigOMNEeHHA CyO'eKTIB MepCOoHaNbHUX OaHWMX MPO MexaHi3M
aBTOMATUYHOI 0OBPOBKKM MepcoHanbHUX [OaHWX, 30KpeMa Mpo
aBTOMATM30BaHE MPUMNHATTA PilLEHHS, 9Ke Ma€e MpPaBOBI HACNIOKM
ana ocobu, Noriky Ta KpuTepii Moro MpUMHATTA Ta MOXXMBICTb
nepernany Takmx pilleHb TIoOUHOLO.

e BM3HayeHHa HagBHOCTI Ta OOKYMEHTYyBaHHA MpaBoBOi NiocTaBum
Ha O06pPOOKY MepcoHanbHUX AaHUX B cucTemax LUI, 3okpema
BK/ItOYaoUM ikcyBaHHA BUHATKOBUX BWMAOKiB, Koy 06pobka
NepCcoHanbHWX OaHWX CTaHOBUTb OCOBIMBUIN PU3UK ONA MPaB i
cBo60 cy6'eKTIB MepPCOHaNbHUX AaHUX.

e BrnpoBamKeHHS HaNeXHMX opraHi3auimHMX Ta TEXHIYHMX 3axoaiB
3aXUCTYy OaHUX Ona 3anobiraHHa MOPYLUEHHAM 3axXUCTy OaHWX,
30KpeMa 3anobiraHHa  BMMagKoBOMy abo  He3aKOHHOMY
3HULLIEHHIO, BTPaTi, 3MiHi, HEeCaHKLIiOHOBaAaHOMY PO3KPUTTIO abo
OOCTyny OO MepcoHanbHWMX  gaHux. KoMmaHii-nignmcaHtTm
CaMOCTIMHO  BM3Ha4YaloTb HeoOXigHI  3axodu, MNPOMOPLUiNHI
pU3MKaM, TaKi aK NONITUKK iIHPOopPMaLLiMHOI 6e3neKku, LindpyBaHHS
OaHWX, KOHTPOMI OOCTyny Ta perynsapHe pe3epBHe KOMitoBaHHA.

e 3any4yeHHAa nuwe TUX PO3MOPAAHMKIB, AKi HagatTb AOCTATHI
rapaHTii WOoO0 BXUTTA HEOOXiOHWMX TexXHIYHUX | opraHizauinHmnx
3axofdiB y Cnocib, Wo O03BoNde 3ab6e3nedumT BUKOHAHHA BUMOT
YMHHOIO 3aKOHOJAaBCTBa Ta rapaHTyBaTW 3axXUCT MpaB cyb'ekTa
MnepcoHanbHUX OaHMX.

e [lOTPMMaHHA MPUHLUMOY MiHiMi3aLuii gaHmx, TO6TO 36UpPaHHA 1
0bpobKa nulle TUX MNepPCoHanbHUX OaHWX, AKi HeobxioHi ong
OOCArHEHHSA KOHKPETHOI MeTh 06pobkim B cuctemax L.



TPETIA NPUHLUMUMN: NPUBATHICTb TA 3AXUCT
OAHUX (PRIVACY AND DATA PROTECTION)

o [JOTPUMAHHSA MPUHLMMY OOMEXeHHA CTPOKIB 30epiraHHA OaHWX,
L1006 obpobka nepcoHanbHMX OAHNX 3abe3neyyBana
ineHTUdIKaLito cyb'ekTiB OaHMX He OOBLUE, HiXK Le HeobxigHo anga
OOCArHEHHSA MeTn 0bpobkm B cucTtemax LUI abo mMeTn ob6pobku,
BM3HAYE€HOIi YNHHMM 3aKOHOOABCTBOM.

e 3abe3neyeHHs OOTPUMAHHSA MPUHLKMMY TOYHOCTI Ta AOCTOBIPHOCTI
OaHWX i, 3a HeoOXiOHOCTI, 3Ba)KatuM Ha MeTy OOpOoOKM TaKuX
OaHWX, 30iNCHIOBATK Nepernan 6a3 gaHwx, Wwob iHpopmaliqa, axka
MiCTUTbCA B HUX, 306epiranaca B A4OCTOBIPHIM Ta aKTyanbHi GopMi.

e HapaHH$A KOpWCTyBadaM OOCTYNYy A0 iXHiX mepcoHanbHUX AaHWX Ta
MOXX/TMBOCTI iXHbOIr0 BMMpaBieHHa abo BMAaneHHa BignoBigHoO 00
BMMOTI YNHHOIO 3aKOHOOABCTBA.

e HaaBHicTb Npouenyp 4715 NPoBeAeHHS OLLIHKN PU3WMKIB BMIUBY Ha
npusaTHicTb (DPIA/PIA).

e BnpoBamKeHHS MPUHLMMIB MPOEKTOBAHOI nMpuBaTHOCTI (Privacy
by design) Ta TexHonMorin nigBMLLIEHOI MpuBaTHOCTI (Privacy
enhanced techniques).

e BuKopucTtaHHa MeToaiB nceBOoHIMI3aUii Ana MiHIMI3auii pu3nKiB
MOX/TMBOCTI i0eHTUPIKYBATU CyO'eKTa NEPCOHANbHUX OaHMX, AKLLO
LLe HeobXigHO, Ha po3cyd KomMnaHii-nmignucaHTa Ta NponopLivHO
PU3NKaM.

e HagBHicTb npouenyp BUOaneHHa [OaHux abo BUMKOPUCTAHHSA
MeTOo[iB aHOHIMI3aL|ii JaHMX Micna CrnamBy CTPOKY iX 06pobKM Ta
36epiraHHAa 3 ypaxyBaHHAM BUMOT YMHHOIO 3aKOHOAABCTBA.

e Ha@BHICTb CTpPYKTypHOro nigpo3ainy abo BignoBiganbHOi ocobu,
IO OpraHi3oBye po6OTYy, MOB'A3aHY i3 3aXMCTOM MepPCOHaNbHUX
OAHUX Mpu  ix o06pobui 3a YyMOBM, WO BUMOMM YUHHOIO

3aKOHOOaBCTBa 3060B'A3y0Tb KoMnaHito-nignmncaHTa aK
BOMOMINbLUA MepCcoHaNbHUX OaHWMX MPU3HAYUTU Taky ocoby abo
nigpo3gin.

e BnpoBamXeHHd MexaHi3MiB  anga WBWMOKOIrO  BUABSIEHHY,
pearyBaHH$S Ta BUPILWLWEHHA IHUMOEHTIB, MOB'A3aHMX i3 BUTOKOM
abo MopyLIeHHAM 3axXUCTy MepcoHanbHMX OaHmx KoMnaHii-
nignuvcaHTa.

e [lpoBeOeHHa MNepioguMyHOro HaBYaHHA Ta  BHYTPILIHbOrO
TeCTyBaHHA  MepcoHany KomnaHii-nignucaHta 3 MNUTaHb
BiAMOBIgaNnbHOI POOOTM 3 MepcoHanbHUMKM OAHVMMU B CUCTEMAX
LLIT.



YETBEPTUU NPUHLUMUN: CNPABELJIUBICTD |
PIBHICTb (EQUITY AND FAIRNESS)

KoMnaHii-nignncaHTM MoBUHHI cTBoptoBaTU cuctemMu LI TakuMM YMHOM, WWo6
YHUKHYTU MOpYyLUEeHb NpaB NoanHN, ANCKPUMIHALLI, ynepeaykeHb Ha BCix eTanax
YXUTTEBOIO LUMKNY cucteM LI, a TakoxK 3abe3neymnTn penpe3eHTaTUBHICTb OaHMX,
LLIO BUKOPUCTOBYIOTbCH 9K HaBYallbHi AaHi.

JoTpMMaHHA MPUHUKNIY MOXKe NepenbadyaTt, ane He OBbMeXKyETbCA TaKUM:

e CTBOpPEHHSA  CTPYKTYpPHOro  nigpo3giny  4u NPU3Ha4YeHHd
BionoBiganbHOI ocobu, aKi 34iMCHIOKTb Harnag 3a cuctemotro LU,
BK/IOYAlOUM perynapHy OLUiHKYy BramBy cuctemm LI Ha npaBa
NOONHN Ta OOTPMMAHHA NPUHLMMIB, 3aKknageHunx y Kogekci.

e BuKoOpMCTaHHA penpe3eHTaTUBHMX HabopiB AaHWMX 19 HaBYaHHSA
cuctem LI,  PenpeseHTaTuBHI  Habopu  OaHWUX  MOBUHHI
BiooOOpaXkaTW PI3HOMAHITHICTb HaceneHHsa (30KpeMa, reHaepHy,
BiKOBY, 3a COLiaNlbHMM CTaTyCOM, 3@ MiICLLeM MPOXXMBAHHSA TOLLO),
0O YHUKHYTU yrepemKeHb Ta OUCKPUMIHALIMHUX pe3ynbTaTiB Y
PObOTI cucTemMu.

e YTPVMMaHHSA Big BUKOPUCTAHHSA LLMPOKO 3abOPOHEHUX MpaKTUK
ana  cuctem LW,  Hanpwkniag:,  340iIMCHEHHA  coliasibHOro
paH)XXyBaHHA (social scoring), MaHinyntoBaHHA MOBEAIHKOK Mtoaen
Ta PO3Mi3HaBaHHA 0OMUNY Y PEXXUMI peanbHOro 4yacy, aKLo iHLwe
He 6yae BCTaHOBEHO BigMoBiAHO OO YMHHOIMO 3aKOHOOABCTBA.

e YNpaBniHHA HabopaMM [OaHWX, WO BUKOPUCTOBYOTbCA AO/14
HaB4YaHHA cucTeM LI, BKItoYatoum nepeBipky HabopiB gaHUX ong
BUABMEHHA Ta YCYHEHHa yrepemoXeHb Ta AUCKPUMIHALLIMHUX
MOSTOXEHb, 38 MOXX/TMBOCTI, @ TAaKOX 3abe3rneyeHHsa ix 6e3rneyHoro
36epiraHHA.



MN'ATUIA NPUHLMUM: MPO3OPICTb
(TRANSPARENCY)

KoMnaHii-niganmMcaHTM MNOBUHHI 3abe3medyBaTh MPO30PICTb PYHKLLIOHYBaHHS
cucTtem LI Ta mpoueciB NPUMHATTA pilleHb, HagaBaTK UiTKy iHGoOpMaLito Npo
MOXXTMBOCTI Ta obMeeHHa cuctem LI, a Takox Mpo gykepena pgaHux, aki
BMKOPUCTOBYBAIMCb A1 iX HABYaHHS.

JoTpMMaHHA MPUHUKNIY MOXKe NepenbadyaTt, ane He OBbMeXKyETbCA TaKUM:

e ONpuntogHeHHA [OOCTaTHbOI Ta 3pPO3yMiNoi Ond KopucTyBada
iHbOopMaLii MNpPO MOXAMBOCTI Ta ObOMeweHHs cuctemm LI,
BK/ItOYAtOUYM 3arafibHMM OMMUC BUKOPUCTOBYBAHMX alirlOPUTMIB Ta
TUMIB HaBYaNbHWX OaHWX 3aNE€XXHO Big pU3MKYy cuctemm LI Ta
obMeyeHb MOXXNMBOCTEM cUCTeM. Take iHPOpPMyBaHHA Mae
HagdaBaTW MOXKIMBICTb CMOXXMBadaM MpunMaTM OBrpyHTOBaHI
pilLeHHS.

e BMKOpMCTAaHHA Ta 3@ [OOUIMbHOCTI  pPo3pobfieHHA MeToAiB
MapKyBaHHA. Hanpwknag, 4iTke MapKyBaHHA abo MoBiooMIeHHs,
o IHGOPMYE KOPUCTYBaYiB MNpo Te, WO BOHM B3aEMOAIOTb CaMe 3
LLII-cucTemoto, a He 3 ntoanHo abo BUKOPUCTaHHA MOBIAOMAEHD,
AKi BKa3ylTb Ha obMexeHHa cuctemu LI, wob nonepegmTtn
KOpWUCTyBada MNpo Te, WO pe3y/bTaT MO)e MaTu NoxMbkn abo He
3aCTOCOBYBaTUCA Y MEBHUX BMMagKax.

e ONpuUNOAHEHHA y3arasibHEHMX OMMCIB TUNIB HaB4YallbHMX OAaHWX,
6e3 PO3KPUTTA KOH®IOeHLiNHOI iHpopMaLii, AKi
BMKOPUCTOBYIOTbCA [OJ19 PO3POOKM CUCTEMU, a TaKOXK 3axXOAis,
BXXUTUX O19 BUABMNEHHA, YCYHEHHA Ta MiHIMI3aUil puM3MKIB Ta
iHpopMaLii Npo NpoBegeHe TeCTyBaHHA. 32 MOXK/TMBOCTI HadaHHS
ny6nivyHOCTI HabopaM OaHUX, Ha AKMX HAaBYaETbCA cucTeMa LI

e Hane)xHe Ta 3po3yMine iHPOPMyBaHHA KOPUCTYBadiB Mpo dakT
B3aemMogii 3 cucrtemoto LUI.



LUOCTUN NMPUHLUUMN: KOHTPOJ1b 3 BOKY
NOoaAUHUN | MOHITOPUHT (HUMAN OVERSIGHT
AND MONITORING)

KoMnaHii-nignmMcaHTM MNOBUMHHI  Nepenbadat  MOXNMBICTb  Mepernany i
KOpUryBaHHSA pilleHb cucteM LUl nrogmHoO Ta MpaBO KOPUCTyBada BigMoBigHOI
CUCTEMU OCKAPXUTKM Take pilleHHa Yy BuMNagkKaxX, Konn Lue pilleHHa Mae
topUMAMYHI b0 iHLWI 3HaYHI HacNigky ON9 KOpUCTyBada, abo Ma€ 3Ha4YHMM BMNIMB
Ha [OeMOoKpaTito, BEepPxXOBEHCTBO MpaBa Ta MpaBa J/toOUHK, 3abe3nedeHHq
CyCninbHOro NopsaaKy, CycnifibHOI 6e3neku Ta 340P0oB'A.

JoTpMMaHHA MPUHUKNY MOoXKe NepenbadyaTt, ane He 0BMeXKyETbCA TaKUM:

e Po3pobKa UiTKMX ponenm i cohdep BignosiganbHOCTI  Ongd
CTPYKTYPHMX Migpo3ainiB 4M ocib, aki 3OiMcHIOTb Harnan 3a
cuctemoto LU I.

e BnpoBamykeHHA nMpouedyp MOHITOPUHIY [ONF  BiOCTEXXeHHA
NPOAYKTUBHOCTI cucTeM LUI Ta BUABNEHHSA MOTEHLINHMX Npobnem,
TakMX 9K  MOHITOPUHI  TOYHOCTI, HeyrnepegyXeHocTi  Ta
CrpaBen/IMBOCTI pPe3ybTaTiB POOOTU CUCTEMMN.

e BuU3HaueHHA CTpyKTypu nNig3BiTHOCTI B KommMaHii-nignumcaHTa.
BcTaHOBNEHHA YiTKMX MexaHi3MiB 3BITHOCTI, W06 nepcoHan
KomMnaHii-nignmcaHTa Mir BWUCMNOBMOBATU 3aCTepeXxeHHs,
MNOBIAOMNATK BiAMNOBIOaNbHUX MeHemKepiB KoMnaHii-nignmucaHTa
NpPO HeeTUyHe BUKOPUCTAaHHA cuctemm LI Ta 3BepTaTMca 3a
BKa3iBKaMK 00 TaKUX MEHEOKEPIB.

e BKNtoYEeHHSA NONOXeHb LWoao NepiogmyHoro nepernagy Ta ouiHKu
cuctem LIy BHYTPIWHI NoAiTUKKM KoMMaHIiM-NianmMcaHTIiB 3a4/14
BUABMEHHS, YCYHEHHA Ta 3MeHLeHHA HedonikiB Ta pU3KnKIB, LLLO
MOXXYTb MaTW BM/IMB Ha OOTPUMaAHHA MPUHLUMMIB €TUYHOro Ta
BiAMOBiIOaNbHOro BMKopucTaHHa LU MNMepiogmyuHicTb mepernany Ta
crnoci6 ouiHBaHHA BW3HAYaETbCa caMOCTIMHO KoMnaHiaMu-
niganmMcaHTaMmM BiAMoOBIOHO 00 PU3UKIB Ta MeTu cuctemm LL 1.

e BktoueHHa 3060B'A3aHb NepcoHany KomnaHii-nignucaHTa wWoao
eTUYHOI PO3PO6KK Ta BiAMNOBIAANbHOIO BUKOPUCTAaHHA cucTtem LI
B iXHI MocagoBi IHCTPYKLUIi, 3 ypaXyBaHHAM BHYTPILWHIX MONITUK
KomMnaHii-nignmncaHTa.

o CTBOPEHHSI MexaHi3MiB Ta/abo nmopTanis O/ OTPUMaHHS BiOryKis,
CKapr Ta 3BEPHEHb Big KOPUCTYBadiB cucTeM LI Ta 3auikaBneHmx
CTOPIH, LLO YMOX/TMBMIOIOTb KOMYHIiKaLLito 3 0cob0t0, aKa 34iNCHI0E
Harnag 3a cucrtemoto LI Ta oTpMMaHHSA 3BOPOTHOMO 3B'A3KY.



CbOMWUU NPUHLUMUN: NIOEPCTBO TA PO3BUTOK
NMOIHOPOPMOBAHOCTI (AWARENESS BUILDING
AND LEADERSHIP)

KoMnaHii-nignucatn MNoBWMHHI MiATPUMYBATU iHILiaTMBM LWOO0 PO3POOKM Ta
BMNPOBAaOYKEHHSA IHHOBALIMHKMX pilleHb, HOBMX CTaHOAPTIB Ta METOAMK, @ TaKOX
30iMCHIOBATM 3axo4u 3 NiaBULLEHHA 06I3HAHOCTI KOPUCTYBaYiB y chepi eTUYHOro
Ta BignosiganbHoro Wl Ha po3cyn Ta BIAMOBIAHO A0 MOXIIMBOCTEM KOXXHOI
KomMnaHii-nignmncaHTa.

LoTpUMaHHA MPUHLLMNY MOXe nepeu6aanM, arie He O6Me)Ky€TbCS'-I TaKNM:

e [lonyyeHHa OO0 PO3POOKM Ta BMPOBAIKEHHA  rany3eBux
CTaHOApPTIB ONd 3abe3nedyeHHa eTUYHOro Ta BiAMOBIOANbHOMO
BUKOPUCTaHHS LUI.

e |HBecTyBaHHA B OOCMIOXKeHHA Ta po3pobky ©GesneyHoro,
HagiMHOro Ta cnpaBegmBoro LI, a camMe NigTPUMKY akageMivyHmxX
OOCnigyKeHb, CTBOPEHHS BTaCHUX OOCAIAHMLBbKMX NabopaTopin Ta
CriBnpaLuto 3 IHWKMMKM OpraHizauiaMmn, 3o0KpemMa rpoMagaHCbKUM
CYCMiSIbCTBOM.

e [loNy4eHHa 00 PO3POOKM Ta BMPOBAOYXEHHS OCBITHIX Mporpam
019 rPOMaACbKOCTI Woao 6e3meyYyHoro Ta eTMYHOro BUKOPKMCTAHHS
LI Ta 0OMiHY HaMKpPALLMMK MPaAKTUKaMK.

e [JonyyeHHa QOO chiBApaLi i3 3auikaBNeHUMMKM  CTOpOHaMM,
YHiBEpCUTETAaMM Ta OOCNIAHULBKUMKW LEeHTpaMu Onga MigTpUMKM
aocnigXeHb 3 PO3PO6KM CTaHOapTIiB €TUYHOro Ta
BiAMOBIAANbHOro BUKOpMCTaHHSA LLI.

e CniBnpauto 3 npodiNbHUMM OpraHisauiaMm Ong Po3pPobku

3aKOHOOABCTBa MpPO IHTeneKTyanbHy BRacHicTb (IB), dake
BigNoBigae HadBHMM MoTpebaM Ta 0COBNMBOCTAM BUKOPUCTAHHS
LLI.

e CNiNbHO 3 iHWWMMK nigonucaHTaMm Kogekcy cnpuatmn po3pobui
CEeKTOpanbHUX pekoMeHaaLliv (implementing guidelines)
eTUYHOro Ta BiANOBIAANbHOro BUKopucTaHHga L.



BOCbMU NPUHUWN: IHTENEKTYAJNIbHA
BJZIACHICTb (INTELLECTUAL PROPERTY)

KoMnaHii-nignucaHtn  3060B'A3yOTbCA  OOTPUMYBATUCA  HOPM  YMHHOIO
3aKOHOOaBCTBA Yy chepi 3axXMCTy NpaB iHTeNeKTyanbHoi BnacHocTi (IB) y po3pobui
Ta BUKOPUCTaHHI LI, BKOtoYatoum: YHUKHEHHA MOpYyLUEeHHS aBTOPCbKOro rnpana
Ha KOMM'MOTEPHI MnporpamMu, TPeHyBasbHi OaHi, 9kKi BUMKOPUCTOBYIOTbCA [O/14
HaB4YaHHA cuctem LI, BM3HA4YeHHS BMACHOCTI Ha KOHTEHT, 3reHepoBaHUM
cuctemamm LI abo 3 iX BUKOPUCTAHHAM, Ta 3abe3nedyeHHAa cnpaBeasIMBOro
po3noainy BUrof Bif BUKOpUcTaHHa LLI.

LOoTpUMaHHA MPUHLLMNY MOXe nepeu6aqam, arnie He O6Me)+(y€TbCﬂ TaKNM:

e CBoOe€YacHy apanTauito cuctem LI go BMMOr HalioHaNbHOTO
3aKOHOMABCTBa Ta MiXHapoOHWX 3060B'A3aHb YKpaiHn y chepi IB.

e CNpUAHHSA O0CTYNy OO0 HeobXigHWX IHCTPYMEHTIB Ta npouenyp
ans CTOPIH i3 3aKOHHMMM iHTepecamu, BK/IKOYAOY M
MPaBOBMACHWUKIB, ON9 3OIMCHEHHA Ta 3axMCcTy CBOiX MpaB |IB.
Hanpuknag, MpoBedeHHS KOHCYNMbTaliM  Woao MMOBIPHOro
nopylleHHa npaBa |IB Ta MOWyK MOXIMBUX pilleHb abo
BMNPOBadXXeHHA CUCTeM MOBIOAOMMIEHHA Ta pearyBaHHa Ha
MMOBIPHI NopyLlleHHa npas |B.

30BOB’'A3AHHA HA ETATMI NOYATKOBOI
IMMNIEMEHTALLII KOOEKCY

MpoTaromMm LwecTmr MicauiB Big Oath nignucaHHa Kogekcy KomMnaHii-nignmcaHTm
OOKMagaTUMYTb MaKCUMaNbHMX 3yCUMb ONa MNiAFOTOBKM OO BMNPOBaXKEHHSA
npouecy iMnaeMeHTauii npuHUMniB Kogekcy Ta 3BiTyBaHHA 3 METOO MOBHOMO
OOTPMMaHHA  MonoXeHb  Kogekcy. [JOoTpMMaHHAM  MNOMOXXeHb  Kopekcy
BBAXKAETbCH IMM/IEMeEHTaLia NPOTAroM 3BITHOro nepiogy MiHiMyM 1 npukiagy 3
npuHUMNIB, nNepenbadyeHUx UMM KoOoeKCcoM Ta BK/IOYEHHA Oonucy Moro
iMOSIeMeHTauli 0o 3BITy. 3BITHUW Nepion pO3MNoYHETbCH Yepe3 6 MicauiB nicnga
nignucaHHa Kopekcy. OpgHodacHo KomnaHii-nignucaHtn 6epyTb Ha cebe
30600B'a3aHHA MPOTAroM 6 MicauiB 3 gatyv nianucaHHa Kogekcy aKTUBHO
CMPUATM CTBOPEHHIO CaMOoperyniBHOI opraHisauii, aka 3abe3nedynTb NiOTPUMKY,
MOHITOPUHI Ta CMISIbHMM PO3BUTOK MPaKTUK OOTPUMaHHSA Kogekcy.



KIHUEBI MOJTOXXEHHSA

MipnucaHHaM  uUboro [Lo6poBiNbHOro Kogekcy MoBediHKM 3 eTUYHOro Ta
BiAMNOBIAANbHOrO BUKOPUCTAHHS LWITYy4YHOro iHTenekTy (LWI) KomMnawii-nignmncaHTtn
Ano6poBiNbHO 6epyTb Ha ceb6e 3060B'A3aHHA B MeXax A[OMNYCTUMUX AOnNA
KomMnaHin-nignmucaHTiB:

e [lOTPMMaAHHA MPUHLUKMMIB Ta MOJIOKEHb, BUKMNAOAEHUX Y LIbOMY
Kopgekci.

° BI'IpOBa,EI,)KeHHQ Ta I'Ii,EI,Tpl/IMKI/I cncreM Ta I'IpOLI,eCiB OA
3abe3rneyeHHs OOTPUMaHHA LUNX I_Ipl/IHLI,l/II_IiB Ta MOoJ1oXXeHb.

e lMepernagoy Ta OHOBMEHHS CBOIX MOMITUK Ta MPakKTWK wWoao LU,
o6 3abe3neunTn iX BiANOBIAHICTb LbOMY Kodekcy Ta YMHHOMY
3aKOHOOAaBCTBY.

e [ybnikyBaHHA cepen KoMnaHin-nignmucaHTIiB LoHanMeHLwe 1 pa3
Yy PIiK 3BITIB MNPO CBOK OiANbHICTb WOAO0 OOTPUMAHHSA LbOro
Kooekcy.

e [y6NikyBaHHA 3araibHOOOCTYMHUX LWOPIYHUX MaTepianis npo
CBOKO AOiAMbHICTb WOOO0 IMIMIeMeHTauli nofioxXeHb Kogekcy
(Hanpuknag, 6noruv npo LI Towo).

e KoMnaHii-nianmcaHtn 6epyTb Ha cebe 3060B'd3aHHA aKTUBHO
CnpumaTu CTBOPEHHIO caMoperyniBHoi opraHisadiii, aKa
3abe3nednTb NIOTPUMKY, MOHITOPUHI Ta CMiNbHUN PO3BUTOK
MNPaKTUK OOTpUMaHHA Kogekcy.

3BiTW MOBMHHI cepen IHWOro MiCTUTW:

e ONMcC 3axodiB Ta IHCTPYMEHTIB, BMpoBamXeHUX KoMmnaHieto-
NigNMCaHTOM Ta CAPAMOBaHUX Ha BWMKOHAHHA MPUHUMMAIB Ta
MOMOXXEHb LIbOro Kogekcy.

e |[HbOpMaUito Mpo O6yab-aKi NpPobreMy UM BUKIUKKU, 3 AKKMMU
KoMnaHia-nignmncaHT 3iTKHyacsa y 3B'A3KYy 3 OOTPMMAHHAM LbOro
Kooekcy.



e [MnaHKM KoMnaHii-nignmucaHTa LWoaoo nodanbluoi OignbHOCTI Ha
BMKOHaHHA Lboro Kogekcy.

BAXJINBO:

Len Kogekc »XOOHWMM YMHOM He 3BYXXYyE (BUMOIM)
HOPMM HaLioHaNnbHOro 3aKOHOOABCTBA Ta
Mi>XHapoaHoro rnpa.a. Llem Kogekc Moxe 4ac Big 4acy
OHOBJ/OBATMCA BIAMOBIOAHO OO TEXHOMOr4YHOro Ta
3aKOHOOABYOro Nporpecy.
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